Quantel Australia

e Formed in 1990 in Hobart

e Designed embedded controllers
for the University of Tasmania




Quantel Australia

 Have been working on Gatekeeper
for seven years.

 Needed a partner to fully realise




Gatekeeper

 What 1s Gatekeeper?

— Advanced, scalable networked security product
— 100% new design

— Many innovative features




Architecture

Gatekeeper Sentry

— Gatekeeper Sentry is central supervisor
— May be cabinet mounted or deployed in the field
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Architecture

e Access Control and Automation

— Tiny MPU controllers called “nodes”

— Different nodes for different functions
e ERK: Keypad / LCD / universal reader

NG: 4 1npu Ay outpu




Architecture

e Expansion
— Can daisy chain up to 20 nodes per port
— Sentry has four ports

— Each node can have four inputs and one output




Architecture

e Security Module Bay

— SMB’s are rack mounted with the sentry

— Each SMB supports 20 nodes including cable
management posts




Integration

e How i1s access control and automation
integrated?

— Nodes of different types can be intermixed; some
nodes handle access control while others manage




Migration Path

e Small Sites

— Single sentry
— Up to 320 inputs, 80 outputs / doors / readers

— Configeured using
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Migration Path

e Medium Sites

— Multiple Gatekeeper Sentries

— Add-in module provides Ethernet over any media
(UTP, fiber, coax).




Migration Path

e Large Sites

— Many Gatekeeper Sentries
— Enhanced hardware management with SMB’s

— Encourages structured installations




Features

 What does Gatekeeper do that
other systems already do?

— Basic access control




Features

 What does Gatekeeper do that 1s new?

— RJ-45 and CAT-5 standard cabling supported on all
interconnects

— “Hot pluggable” — nodes can be inserted while the




Features

 What does Gatekeeper do better?

— Flash memory upgrades can easily be done in the
field

— Keypad configuration is performed with easy to use




Completion Status

Complete

- Gatekeeper Sentry
- Gatekeeper Ethernet network module

- Security Module Bay

Concept



Networking

e Connectivity

— All system interconnects are RJ-45
— Communications protocol is TCP/IP
— Network protocol is native Ethernet with 64




Gatekeeper Ethernet Technology

otandard Ethernet provides economical high speed network services

Gatekeeper Ethernet Intefaces
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Internal Network - Many Sentries to Many Sentries

standard UTP 10mbps00mbps high speed Ehernet corfiguration with WYLAN suppart and 1000rmbps funk.
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Low Speed Remote Link ~Sentry-to Sentry

Fairt-to-Foirt dialup PPP Conneclion wia Interriet Service Provider (15H)
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Build Costs

e Gatekeeper Sentry

— ~$250 for parts, excluding labour and enclosure

e Gatekeeper Nodes




Summary

— Single sentry can support 80 nodes. Each node can
be a reader, a managed power point, a managed
light switch or 4 inputs / 1 output.

— With SMB’s, this 1s expanded to 400 nodes.




Thank You.




